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User visit the web site for online reservation 
and the web sender authenticates user 



User inputs day/time/location for pickup and 
return, and the type of vehicle 



Web server receives and processes the 
request 
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information with hashed PIN 
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The access controller obtains the digital key from 
the portable storage device 
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on the digits key 
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signals an error to the 
user 
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Activates the instruments which 
the user are authorized to have 
access to 



Invalidates the digital key by 
making a record in the access 
controller 
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Prompt the user for inserting the 
portable storage device 



Obtain vehicle status information 504 
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Create a return packet by 
combining vehicle status infomation 506 
and the current digital key 



Sign the return packet using the 
private key of the vehicle 
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signed return packet 
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Save the signed return packet into 
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Invalidate the current digital 
key by making a record in the 
access control device 
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